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Course QOutline

A Bullying andtyberbullying

A Digital citizenship

A Legal protection

A Talking to your child or youth
A Understanding specific apps

A Protecting privacy
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Monitoring your child online

- 61% of parent check websites teen has been
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profiles.

. 56% have evefriendedor followed their teen
on social media.
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phone call records or text messages
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Knowing your teens passwords
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What i1s Cyberbullying?

oCyberbullyingnvolves the use dkocial mediajo support
deliberate, repeated, and hostile behaviour by an individual
or group, which is intended to harm others."
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What Is social media?

- Content that is more recently on the Web
- User generated content

- Users create serviespecific profiles, designed and
maintained by the site or app

- Connections to other individuals or groups online
- Interactive

Examplestnstagram VSCO, Facebook ?
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What does your child get from social media
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Bullying vs. Cyberbullying

A Cyberbullyings an extension of bullying and involves
many of the samdéehaviours

A Bullyingis the problem, not technology.

A Bullyingis a problem of human relationtechnology
amplifies these problems
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The 7 Common Types afyberbullying

1. Flaming:Sending angry, rude, vulgar messages about
a person to an online group or to that person via
email or other text messaging.

2. Online harassmentRepeatedly sending offensive
messages via email or other text messaging to a
person.

3. CyberstalkingOnline harassment that includes
threats of harm or is excessively intimidating

Yacire

Alberta
. : 7 # . . _ Civil Liberties
Cit atEidaurc:atior 6 €ybé&hullyidgeandtCgberthreatso Nancy Wil |l ar d, M. S Researth D

Center for Safe and Responsible Use of the Internet Centre



4. Denigration(put-downs):Sending harmful, untrue, or
cruel statements about a person to other people or
posting such material online.

5. Masquerade:Pretending to be someone else and
sending or posting material that makes that person look
bad.

6. Outing: Sending or posting material about a person that
contains sensitive, private, or embarrassing information,
Including forwarding private messages or images

7. ExclusionCruelly excluding someone from an online
roup. Cyberbullyindsurvey Section 8
group. Cyberbullyingurvey ) ?ACLRC
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Digital Citizenship

- What should you know about using technology?

- How can you preparstudents forliving in a world of
technology?

& 5 A TThidemship is the norms of appropriate,
responsible technology use €
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- Teaching etiguette of the internet “

and technology In different digital
contexts

- Teachers/parents havess
opportunity to do this because of
private interactions with
technology
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Cyberbullyingand the Law
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Cyberbullying and the Law

. DefamationLaw, criminal harassment, uttering threats,
assault undeCriminalCode

. School policies and legislatidaglucation Act
. Alberta Human Rights Act
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Criminal Code of Canada

- In 2014 a Federal Bill changé&ifiminal Codes follows:
. CriminalCodecanapplyto offences within cyberspace

. Creates a nevCriminal Codeffenceof non-consensual
distribution of intimateimages

. Authorizes removal of nenonsensual intimate images
. Restricts use of computer by convicted offender
. Compels Internet Service Provider to preserve information
. Police can get investigative warrants to interce%private
communications
ACLRC
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Alberta Human Rights Act

. Prohibits discrimination in publications, services,
employment among other areas

. Focuses on 15 grounds of discrimination, such as race,
disability, sexual orientation
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School policies and legislation

Education Act

. dzf f means Bepeated and hostile or demeaning
behaviour by an individual in the school community where
the behaviour is intended to cause harm, fear or distress to
one or more other individuals in the school community,
AYyOf dzRAY3 LIAeOK2t 23A0Ft KI NJ
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Bullying Awareness and Prevention Week In ?
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EducationAct

. Students: N5 NXBIljdzA NBER (2 AGNBTFNIF A
tolerate bullying or bullying behaviour directed
toward others in the school, whether or not it occurs
within the school building, during the school day or
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. Education Act

L OK22f O02FNRA Ydau aSaul of
[ B AO8 NBallSOUAYyd HKS 062
subsection 1(d) to provide welcoming, caring, respectful
and safe learning environment that includes the
establishment of a code of conduct for students that
addresses bullying SK I @A 2 dzN3pé

)
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requires students to reportyberbullyingf they witness
It, and includes penaltiegscluding suspension and

expulsion. ?
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First step to talking to your child
about the Internet
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Ongoing and open conversation

- Be curious and opento - Talk aboutules
discussion . Talk about risks
- Explore the web with . Listen more than you talk

yguhger children _ . Have the conversation
. Limit access to websites often

- GCNA Sy Ré¢ &2 dzNpisasdohliRenldRyS Y
on snapchatfacebook sextingand sexual content
iInstagram VSCO, etfc.

. Talk about bullying ?ACLRC
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Ongoing and open conversation

- Be cautious not to punish
youth for coming to you with
a problem

- Learn about the applications
children and youth are using

. Keep the dialogue open
S
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Some iIssues regarding
soclal media
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Frequency

- 8% of students in grades 4 to 11 had sesexst
(sexual text) an@4% reported receiving sext
These numbers rise as teens get old&j

- 65% youth said they would tell a friend about
cyberbullyingather than a parent/teacher (2)

- #1 reason kids did not tell parents about bel
cyberbulliedwas fear of losing access to the ’%ACLRC
Internet (3) Alberta
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Soclial medi& general issues

- Length of time data is kept online

- Can you delete previous posts?

- Protection of privacy in general

- EXiting programs / apps / social websites

- Posting pictures online

- Location Services

- Posting private information online ?
ACLRC
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Social medi& specific Issues

Instagram
Snapchat
VSCO
Facebook
Ask.fm
Other?

SR el e
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I Multiple Avenues to Target Victims

- Children and youth interact via cellphone
Facebook, TwittelSnapchatetc.and cyber
bullying may happen on all platforms at once.

- In traditionalbullying,youth left school, but with
social media there is little escape.
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I Lack of Boundaries within Cyberspace:

- It Is possible that a young person could be bullied
or blackmailed by an online predator on the other

side of the world.

- JH and HS students are in touch with youth at
schools across the City
Wacire
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Cyberbullyinglready In progress
- Encourage youth to talk to someone

- Reassure youth

- Protect physical safety

nvolve school, ISP, police

- Keep messages as proof, including gdasername

- Donot reply to themessage and do not interact
with the bully

. Block, ignoreyunfrienduser ?
ACLRC
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Preventative Measures

- Ongoing communication

- Consider where computers are located

- Discussvhether childrerhave devices in room at night

. OFriending @2 dzNJ GSSY

- Model good teclbehaviour

- Find out what school administration is doing

- Monitor accounts and teach children to be aware

- Agree to Internet Use Policy with child/youth
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Protecting Privacy

- Use the technology
. Turn off location settings
- Use a pseudonym

. Have fake information for
certain websites

- Never release private info
on a public site

. Know what the apps and
sites do ?
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- Private information
. Address
. Pictures of oneself
. Photograph location




Privacy Laws

. PIPEDAmended by
Digital Privacy Act

- Ground rules for private

sector collection, use and
disclosure of personal
Information

- Applies to all personal

Information
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Criminal law recyberbullying& Privacy
Laws

. Protecting Canadians - Distribution of intimate
from Online Crime AcEC images
2014, c.31

- Use of internet by
convicted offenders iIs
prohibited

- Amends many statutes
including theCC?
-ACLRC
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!nyone who publishes, HIS [ ules,

transmits, sells, makes available or
advertises an INTIMATE IMAGE is quilty of
an offence

- Nude, exposed genitals, breasts, explicit sexual activity
- Reasonable expectation of privacy
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Judge can order a warrant to seize copies (
a recording, publication that is for sale or
distribution

- Voyeuristic recording

- Intimate image

- Obscene or crime comic, or
- Child pornography
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False & Indecent messages

. S.371 message in a false name

. §.372 conveying false information, indecent or harassing
communications
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Final Thoughts

- Open communication

. Know the social media
platforms

- Talk about netiquette and
family rules

- Keep up the conversation
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Contact information

e Alberta Civil Liberties Research Centre
Web:www.aclrc.com

Email:aclrc@ucalgary.ca
Phone: 403-220-2505

PresenterMelissa Luhtanen, J.D.
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